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90GOIC:309 6eV:R03 [gGrS:000:0l0000N 38 32gI053CVN5E0R00H5050) FCIEORMGOD) -

DoD

Figure 3.3: The DoD Model
Application
Application sacgno 0000303 oEqpiooCoonicyzaepd [§8dons - S38soagan Firefox, Opera,
email clients, social networking sites, instant messaging .§§ chat application Gogo.‘f) application
60R3 32E0m50503 §ode0050) application 32§ - §god: application cogi poed :RE3E:wn clip art
60Regeq|ude03a3  application 32006cR60330E(gdlooudi application saagen safgpizacgoeoy
00080900203, pdesieogadusodidlonud  360mCE:edi8CndlgfC 03, puwondemeo
30560[g0dloocdn 238 oodose” application o0 ©pSalmodlq  qeudadamappSigpiyt

Creative Commeons 3.0 Atribution-Non-Commercial-NoDerivs 2012, ISECOM.
www.isecom.org - www.osstmm.org - www.hackerhighschool.org - www.badpeopleproject.org - www.osstmmiraining.org

10



_\.\&( Hacker HighsChool

Lesson 3: 9980])*03 GS’J)OS§

SECURITY AWARENESS FOR TEENS
il & A= 7] phs o 4 o) .

§00050063:000:03, package oob9oduso3(§: 38 package o ©d3e§: (Transport zacgo)
obccéoff)o&')]mos"

Transport

Transport  sacgoon  sessions  c3edlod,  op&cood§odeondeeogad  dopSitlonddi
32E0m505600me160;1 Transport s2090§ 3380n protocol o TCP, the Transmission Control
Protocol [g6cloocdi TCP oo 238 Package §zaedle 65005006 "qd00da0b8:0" (4603 (package 99
2§05 20000009) ©pd200d package [gOonodi IS package o LOHHPAS  GEPADILEEPD
opdafodecdl  933° packageon  0mo3m03l:  §ooddie§on ¢ SB803,  ppSeqodgpigt
3268600066j00053:08050lancdi

olgp: meesdBonondeonc” email  JoudeBdsdn  S38odan  eonseos(Pd3: 3Eomsodedle
3280530800690 336027 3>y§[PresomelgHE TCP o> segments cogsa|gb8053E:3a5(d:
:wOCeomsecoieoned  GEode,  =0eddC:o o error-checking  code  Gooiondessaoy
3205030580105603006c3050l0000n 3] packet  odoon  ege[piesgSeacyt:
qo58:0[gdoncdaBali  TCP m[g§deusd  comE:aBendl  coaddq[gtimaadie o TCPa» =38
328093E:600:60309  00303EEMELGSBBies00s olqpimacem oped email BenFB0d
C0059qfedli

Sleoend TCP 006900052 [Fadon anengeupodon:adom weedldi UDP oocopds 83acgng codesdqd(g:
;wogo[g  Gg&oo  session  gpiogopdidlopm  G&oo  datagrams  qpBssoCioondeod
00050g05c805Clonudi  aBaaqios oo segments  gpzsCeoCopeownd UDP o opSoopdeadle
08qpicaddqRicon:cd [gfeodilon

TCP [3B[g®1 UDP [gb[g6 trafficsansadso? transport sacgogo o3oqieo0o Port §dlod qpsgd
2005605CladI

Internetwork
oJmagpmeony  6uday §& oddefoncdq BOmeoy $&  packet eogon  9o0SenoB
Ddgnedionns  §03  agedsacudecn’d  edliaopdeudlonudn  gEon  package  Gogod
088030860000360qo3,  0OEPBdMmLIBRS,  oRClodd & Transport
20GpOcsegl o packet sadieapodogIIIE ©gEdEBOFOD: OTIFgOS  GoR0REONR
ocpbesontiloga ofeeendq 38mn protocol meonpi IP (Internet Protocol) dlgddlooudn Geeom

83o0gnon packet cogacomEiadiubielqmtiones wsmE3esepadeapaddd IP addresses gp:od
:8onzadiyodseagolgddloncdi

Network Access
o)3a0gpmeon  3E0N$003§05005c)Fdlmad ol 226[§dqodEiadEapap§uansgdilondd
dndg oqpion  dial up 2dgesoncdadali  0bisoSdloncd  efgpradiesonn  §igliod
PPP §059005¢3[gb0loncdi ga0005e) 9€qpien DSL{QEI oCqpsadiesomn ATM (o3) Metro Ethernet
[468E0oncSn  Breonn  e8qpse, o cable internet  §q&  oCgpsodseson o DOCSIS
QO8E:3EepaRsLo0d0becl  TCP/IPon  sadicdiodsnoponay  §odsocdeusdComalgmé  olqps
03 §r30020d:65000063000 Feqee[Piologs o network access saagdgo Ethernet [Bieops
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- b= | a 7' =W ’ 5 > h

network interface card (NIC) gpsi [P:90p80005m8gp: $& access point gp:Clo€dl ooud GEsan

DEOONOMEs 6570500093 §odsoodagrianesopdmeagpas  :86e0:3epeoRsE 29RO
(bits)e0z03 03E0z05a88:q/000:3lon0dN

Feed Your Head: “0SI s2§pza00:” 038[gE[ge:

c@%c,\)(ﬁsgéﬂzsgm:qusaeﬂgo egeqd[gEiondemacgd o
ao8eSionmedien “0SI mc?nzs:m:“ qp20? 6p8Edlon0di

Protocols
332960 oCqpaatomsadadgodeoaiGolB [3pp5q0m60mp§:qEsdloncd gleoeod
olqpieepodes03des  =aclgEeesod  copdodiodppdac” - 9fgp: Beacdicensecogm
:Eomsodedon  qoqlecgprdBimadflys:  ospoisads 9o olgpin  3a€omsodedo
05 200006PO{EONITGEPIe0 D GrRCRGeR0d  Hesonesol ooddi  omefgnd
3583280005058:00C:050900  weEPE§HAROND?  ;psoS m  GEoIF[gRroudeBo00  ©pdad
elgpoocd?
;e[gonemny  0op8oinuéelqmieogeonhogudd  320d4g03oraeri00d9(gd o3, protocols
qpPegdAlonudn web traffic cogon file coy email coy safgpiesepeogadelgpiegensSEay protocol
o0d9adadoncdn  smicdion  digital  [gBesoooiadu™ protocols  Gogon  opSooodsasoten
§00p5e03200:0[g01 IP address $& port $Alodgqpdgp:an 320%golonddi

Application layer protocols
FTP (o3) File Transfer Protocol o3 device $&9gpaen 3Eqprege|gptideaonta$aandgiloncd
G&on port Catitlep) 2902000560330 g )G 2fg 2 ¢ portoodeod
00050pEqOBsiq0veogdqs”  madgol  ooodn  (“eogpmdiogeodd  Sfile 03qdloocd" )
6[gdaaadiqpiod port 6ogoneo; 20 $¢ 21 (TCP) port 6opdfgddlonedi
HTTP (o3) Hyper-Text Protocol o3 web page qps3a0305 =00dycloocdi ofjcodselgmEion
00$3:01g¢ TCP port 80 632%:0loncdi HTTPS 0607 cdesidd[gd[Gs gE:onng§uondaodie|qmtad
0500500226010l 00051 Ho§ TCP port 443 030d:lonudi
SMTP (a3) Simple Mail Transfer Protocol o3 email g§o3:3looudi port $305mme0p 25 [gddlonwd

DNS (23) Domain Name Service 0602 ISECOM.org 0399 domain 006903 216.92.116.13 0393 IP
address 006993 a[gpEsadeosdloncdi GEan port 3105 53 (UDP) o3saaddgdlonud

Transport layer protocols

TCP $& UDP 03602, transport 2209000 22gj05320005603 3680083 3280033004gdlonud

TCP (3) Transmission Control Protocol 060 op&aoabondoedion host $693a[qro: 8o53E:adEep
§05005¢ (session 0369) [§ddonud GE:mn ad§o59005003 handshake o3:§EgE Jopd:con:dlonudi
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1. ogfeondogigomon o€qpiapslgoma’ s005a300qI€a3a8l GEan SYN synchronize packet
0069308050lancd 3 packet » "d§§00d00d:e0§80305qe308!
Sloclodz§§005006:6095320p C:6[OE:609800599008EwuS" 0§ ame§eaiyaelgpilondd

2. o€qpxiopsfgoonm (220000¢] 6E:08005990090300580805032e4) SYN/ACK
acknowledgment packet [g¢sac{gpoEegsdonudi

3. ogSeondogsfgoman ACK packet [§& 2060300p8003058860E0805Clancdi

dleoed) $e0050300¢0d0n TCP ¢nax§omol UDP (a3) User Datagram Protocol oneonp oCqgp:
005905 q  qoadieqonadons  0gedas ol transport  protocol  00&9[gddlooudi G
8:0005305c8Ad1  eqBiefqtiod oo eqon: Bomd§iloocdt  Bsoges” oo UDP
BacgSaqi€lgseodlonddi defqmé UDP o 328meayc) frame 00d9cBesa) qoge $¢ 320088e0p
adoopon © online B&sonendgta aBmeqpo[ion ™, frame 00d93m0650)
(9€qp2qdonpdemedlaonpbdlonnd) 8agird3ac0056036008 gSEr3a03:0EClonudN

Internet layer protocols

IP (o3) Internet Protocol o weefgs’ protocol 0od9[gd[d: epboopdmpsijomsdadiadigbeo
RE000S3E} [godooSiq) sa§Seegresepesy: §odsoodeu:d ol protocol [g8dloudi GEan

oJe00)  odcocotoyad packets qpiod  GE:odogmqepdesepsd  aeepoddesonteoiytiod
QRRICES etk CaleuT!

Internet Control and Management Protocol (ICMP)

ICMP 00602 0R8000503088:038:6008eqpadesst [gooonaosnalggtieuias
REL0059%:000000p0:qPi5E RELO0S FHOYOEqERgPd:a) protocol [gbilonudi gen ping
(Packet InterNet Groper) 0303 command g€ 0R§00050308:000655C FownsgPszadalags
gacons0p command gps dodooudi ping 0393 command o3 host $& network gp:a3a388Eqs
05:8803320305 05034001 ICMP 03 codomom§aqiE cd[3éoomaas|gmE:

[4§q§ 0§ 00050022300

Port $& protocol gpod cAlE:gi6es 68305AO503E:0rER (PO 1

TCP/IP

: - - * - l l l ll
53 &7 68 69 123

ARF = RARF
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Figure 3.4: The TCP/IP Stack

IPv4 Addresses

ogieondadon  ISECOM.org 0393 $00p00300060mEi8g00ad88E[pomalgm¢ Domain  name
qPeoncpogR: 30305 3205080l dlevedd  pSuocdgprneony  F38s00pdeozad
§02000p00lopn GE:cBon TP address $loSgpia3oognicopS8E[pdloncdi dlelgmEi ISECOM.org
cedlc80d0)38ll oCqpiag&lgoman 200538 ep 1P address odgpegeopq$secgos DNS (Domain
Name Service) o3 20038 cqi€[gS$gospegdlonud

IP c88en gpineony c&i8oogpigopdloncdi emudy ofqpin 6usden eddadqarsadl
olqpign 0058 qupqs 860100698 3c3dlonudi Ipv4 address ¢ 32 bits Clo€fa o3 dot
qpPYsClgrsoono 8-bit octets crospmalgd F[gdiconiilonudi ABsagEdan 3Eomsadedlen Ipv4 s3q
:20:0860060E: 2% (33) (G, 5,69, Jeb) 9§0205ad Bdom(gddonudn FBS 1P c86eng
0053E:m RSLocdz0Rm € aBdoeofg’ = 03§0083E:m FH8ogsooodedon
RS[gomondegtBodadiemauidonudi 2383:8059088:60303 8E&(F (0p§0005) 323E: Bben ¢
c0&s (host) 228 86en qp2ealgd [E[Appddli

32 Bits
. L.
) L
. - . | - . -

- L. a L. i L. i L.
- » - » - » - »
8 Bits 8 Bits 8 Bits 8 Bits
1 Byte 1 Byte 1 Byte 1 Byte
- Network

Host

Figure 3.5: ;p§000580lobqpesE host ID gps
odo§eanty 8:00dq0H03 [gS[ppddl TP oo packet 6oR03 wSmEIOGGEdSee0nEE0:0)
a00Sopdesonc € Gapo50068gbloncdi TCP mem 2,  2:[qEeadocdoonto;
P§00200005:36800E000696 0T} 3200606€E: [§6[8: (8900060IE: Bgood ¢ $Cl05 pmacnd 3
e[po3) oudondylgdonudedomadedgeu:dlonudi  host-level c86engpineory; 38 packeton
oBo3oqi0q) SroopSes0s 338 (0p8[go) [gdclonddi

Public $& private (routable ©cp6§Ea3) IP address vpejsd9§clooudi Private IP address Gogad
private  op§000dqpien 320ddg[§ ¢ router gpion I3 address qpa? 3€oms0Sadonodes
gColgdlon

Private op&0o0dgpi3a038sq IP address qpzon 3380p8000532098:0n donelgdaoilons dleowd
RBlopegeg02031 o§ods05002:03 private op&odgPIeo; 090803 Ip address gpsooSEAlonLdl
IANA (Internet Assigned Numbers Authority) ¢ private opSoooSgps (RFC 1918 a3o38Edlonwd)
320905028848 2005005602002:0) IP address gp:nGoD; -

Creative Commeons 3.0 Atribution-Non-Commercial-NoDerivs 2012, ISECOM.
www.isecom.org - www.osstmm.org - www.hackerhighschool.org - www.badpeopleproject.org - www.osstmmiraining.org

14



Hacker HighsChool

Lesson 3: 998000'4?03 GS’-DOS§ SECURITY AWARENESS FOR TEENS

10.0.0.0 through 10.255.255.255 (Class A)
172.16.0.0 through 172.31.255.255 (Class B)
192.168.0.0. through 192.168.255.255(Class C) o3gddlonod

Classes - m$=qp=

IP  address qpiq,  9005m3C:05  p&cdecgad  A88eneudadincdl  9005madEim
RS[gomodadiqit:Ba’ c86eaeuiencd sdomedlsac(gdy) class qpedlgpiconidlonudi

320E:00099C:803 S isalctieepticlebplea SN ic saptictsl Hleate vl H8opSooodmegtin
R$00050%:00500000005:38 23:8E[gE: (93) R$L05e0x3350058E[gEgp: erdl

.......................................................

Class A :.mdomardo:mmomi
1 b ¥y I‘\ ________ i

- : . . o | o | E
B o Yy e v

- ....mom
1 N ¥

........................................................

.......................................................

Class D moanmdomardozmmhow

7 Host
Figure 3.5: IP Class Divisions
Class A: ocowsd: bit oomalg odpolgbeome[qmé € class g2 0.0.0.0 (s0dza00032E!
opdoopdaadly 320%e[golon) $E  126.255.255.255 32098:§c80e0gp: doCdloncdi wabqodi
127.xx.x c86eneogmeons loopbak (a3) localhost 0$es0neodiqs  oBso0§ecdooBroons
(reserve)c36one0pfgddloncdi

Class B: ocowads octet § vcowsd: bit $5900 00610500 "10” [g6eame(gmE & class ¢o 128.0.0.0 $&
191.255.255.255 3203E:§086e0¢ps dloCdloncdi

Class C: 0o0ead: octet § ocoeads bit ad:90n 00bIodIdR0 "110” [gdeome[qnE § dass
192.0.0.0 $& 223.255.255.255 320pE:§08600¢p: dolonwd
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Class D: ocowsd: octet § 0cowsd: bit Gaozpan codioodIoodIndR "1110” [gdeomalgmE 224.0.0.0
$C 239.255.255.255 90038:§c8000gp: Clo€[§: group multicast od:qSaa0305 a8s00§00i6000
c860oqpE{gda0di
0§ 030860043k’ 08:200[gEigps (93) IacunizacR§eom(PorFenculgtgpizacgod
:390::):@(3] [eaTou]
Mask (o§ netmask) o3 of class cog0? 2369398 320%4{gClonudn binary Gogenr "1" bit oo
RScddoéq  dofo3eadad  edlgd s "0" bit oodpon  host  0od9[gE:BAEIFEND
o305enggedlgiloncdi voowads class 20:9320305 326[gd netmasks qpneo; -
255.0.0.0 (Class A)
255.255.0.0 (Class B)
255.255.255.0(Class C)
2698 classes qPzodzad(oonio) op§woodgpien Class A [gdqé octet 0od9r Class B [g6qé octet
$0691 Class C [9bqC octet o3 ©20pd[gé 3208:08 : mask cvSooneaNEgE 00mLd03
©0580g05dlonedn 226(gd classes gpzodaaadiglgtion 3205:080ud devend podEieadqpdlon

Hostood9o3  o3cBoqoqadd  Jfepdppde$t  o&ellP address  §&  network
mask $69009:93q§ 332680005

IP:172.16.1.20
Mask: 255.255.255.0

Loopback Addresses

127.0.0.1 ¢ 127.255.255.254 3203 IP address g0l 880380203 Bod§odg§eg$iod loopback
(93) localhost address qp2320305 a8:00§0p00sGegdlonudH R§[Ho703E:¢o localhost address

127.0.0.1 §Gg6 dooudi Befgmé GE: address odsafgpiociooaniopbieogen 32035gcdeq o
23208 Beqf o’ address gpscopSs§oloncdi gE:o3an network address $& broadcast address
qpegdlonudi

R80005c86m4p: - Network Addresses
Network address e300 sa[gdsai{gS IP address 0069 0p80005323E:0[y6(Gs host 2a8E:0n o0
qp: [8Gonudi G& adpoon host oodadiomeming§uacHd9d0d 2005e0deLIIZ0R05 G
address 03 host 0060ds0d: a00560:deadlopsi

IP:172.16.1.0

Mask: 255.255.255.0
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000dcpEe c88enyp: - Broadcast Addresses

Broadcast address e300 =26[gd320dg¢ IP address 0od9aing§uo05323E{3b[Gs host 32880 006
qpP: [g8Aoodn G&: address o3 host cogsaniadion §0:e00E (listen) [poo[g€ — (Sloo broadcast

§e8c8qdo™ - o3t smeaondfpdoned) 1 g&ad host  0260):0000:32030500050056]
ad{gedeqdlops

IP:172.16.1.255

Mask: 255.255.255.0

Ports

TCP $& UDP $69000:00 application qpegé sagodsacocieogucpudqs ports qpia’ odqpilondd
port 0069ad0o0n 8800006990 05(B) 30§03 0009§A8EMEAIC00p5200331 address
b6l o%gacs 0069[gdlocSi 0&:000961086000l00™ oondeonton
©800§0332680005358:8866p0dS§EG0LLJI ;ossdon € odlo ~ B
080330056 0p006ePONSEWLLIGAlops

Ports gpion ABspdi0ng0 wdeecnCdlonudi 33006cuS (packet) 006903 wS&onso3 IP address
0690036aon¢  §Ccuudl 2005a3¢E @2 port oddi & packetod epboopd  application oo
C00596p503 2005005888 $05:00d: odlopa Port $3l0500d9m0p5: 16 bit $3l050069 [gbAlondd
&0 20050880503§:0088: 0 © Bggs) (Joodpgss o6) A§dloncdi

650000005560 {PRdac” - op§lgomodEin 03¢ gddlooudn  application o3&
GE:0303058E  @003050: B3O8 G application $690>  opEB03EIO305G:00690000:03
qejead:00&Alona port $0l05 6o 0203050 $0l053[gddlonud

Port $dlodeog0n  gPigGaNNZYEdIZV0HEoR03  200dedeo0 o application 0ds0050905039e4)
GE:e0050305¢ 60oR0d IP address 0069008 §05e0058Eqs ceonlgodeusdlonudn 833 port
$0lodon1 :d§seoon dlient qpigé oofCsos sondogud§odeoodveogapbesmntesdenr local
client o comE:des0 ©pdoopd 305 30005 .EFenggdodud sBom03 remote computer
00696860320060006503 056802C¢F: 2000E: dlodwdi

pown - local computer oodadan web server port 80 $& IP address 62.80.122.203 [g80)
www.osstmm.org website 03 §o05s005q$ [R:e:03328l GE: local computer oo remote computer o3
§ode005g53209:30) socket address oo n

62.80.122.203:80
6[gdmadiqpieonn port gpiesjgmapd 6§§adodgtmnanad 038:086:q5600g004) IANA oo © ¢
00JG 9300° port $dlodgpimen: socfgd  seopfgeomn (o) ocofqpieoon  ofeeonleqp:

2R0Y33[gqs 200500530 0oudi 08§03 Eegen=aad port gpiodeon sacninseaonogp: (33)
dynamic allocations gpsea0g05320%3g Alooudi
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TR T ARG [

IANA ¢ 00500226000 - F26[gd30)igP:eo0 port gp: (WadgP:eamn) port gpod 683005dI3a03E:

0 Eggoordloned -
Port Assignments
Number Keywords Description
Q) re Remote Job Enfry
O Reserved
1-4 Unassigned
Q echo Echo
e discard Discard
00 systat Active Users
o9 daytime Daytime
15 netstat Who is Up or NETSTAT
ely) gotd Quote of the Day
oe chargen Character Generator
Jo ffp-data File Transfer [Default Data]
Jo fip File Transfer [Control]
JJ ssh SSH Remote Login Protocol
Jo telnet Telnet
JS smip Simple Mail Transfer
29 time Time
°C rip Resource Location Protocol
GJ nameserver | Host Name Server
Go nicname Who Is
§9 domain Domain Name Server
@Q bootps Bootstrap Protocol Server / DHCP Server
(&%) bootpc Bootstrap Protocol Client / DHCP Client
Ge tftp Trivial File Transfer
Qo gopher Gopher
Q9 any private dial out service
QQ any private RJE service
Q@ finger Finger
[57¢) www-http World Wide Web HTTP
R supdup SUPDUP
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OB S, T P i AT

Port Assignments
000 hostname NIC Host Name Server
20 J iso-tsap ISO-TSAP Class 0
000 pop3 Post Office Protocol - Version 3
fofele) auth Authentication Service
20q uucp-path UUCP Path Service
oo@ nntp Network News Transfer Protocol
o J? ntp Network Time Protocol
299 netbios-ns NETBIOS Name Service
op® netbios-dgm |NETBIOS Datagram Service
OPR netbios-ssn NETBIOS Session Service
140-159 Unassigned
160-223 Reserved

30p5:063:gé: - Encapsulation
2OI00HFBH:RIE06 © - poo o - e-mail 008903 MS[gonodemes!
20069883 Jeecnd 03381 & e[ PpEicdulgbod 0odelgdogadloncdn Transport saagod
3opd 3090532000503 Application 3300 6e05EA0SN
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Figure 3.6: Encapsulation
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Feed Your Head: The OSI Model

ISO/OSI

Figure 3.7: The ISO/OSI Model
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Today's teens are in a world with major communication and productivity channels
open to them and they don't have the knowledge to defend themselves against
the fraud, identity theft, privacy leaks and other attacks made against them just
for using the Internet. This is the reason for Hacker Highschool.

The Hacker Highschool project is the development of security and privacy

awareness learning materials for junior high and high school students.

Hacker Highschool is a set of lessons and a practical means of making hackers.
Beyond just providing cybersecurity awareness and critical Internet skills,

we need to teach the young people of today how to be resourceful, creative,
and logical, tfraits synonymous with hackers. The program contains free security
and privacy awareness teaching materials and back-end support for teachers
of accredited junior high, high schools, and home schooling. There are multiple
workbooks available in multiple languages. These are lessons that challenge
teens to be as resourceful as hackers, including safe Internet use, web privacy,
researching on the internet, avoiding viruses and Trojans, legalities and ethics,

and more.

The HHS program is developed by ISECOM, a non-profit, open-source
research group focused on security awareness and professional security
development and accreditation.
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