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4.3 ISECOM.ORG page source o8 a8qpiog§lgomediyn save dli g&aB ofqp: browseredlo? aood
[30258k omeoge(gpEiadagniancd?

4.4 ISECOM.ORG page source o3 text editor 00699a3¢> ¢[ppddli GE:n oadieops sdoSeoy sBom
[4€q0lc8800dn 338036 98qpomd|gE[gli 03§e5§eS [gEeol[§: 3slo3 save [§: browser ¢olgh
98[Ppdaé oEqpfgEenfaomicymcdE: 38orqrdsnen elgptidagnidadfeddi s09 F8oogEdgowm
§oogemindiod qodadod(§: o€qpsnepS §0dcopdadaddl g&on mafgrenadicogaon’ [Pidn opop
ocd:368gdc86e0dn  save cpdBa browser eofgSetloppdch esE[gEoocuppddl vqeangt
cod[3soodappdali

3888s2:c0p58Eq§ Booloefionmaadion Feed Your Head: HTTP
$E00sfgE: Beoen(grpddll

Email — SMTP, POP and IMAP

:2Coms05§ 303w [gEomnodedggedoneony email S[gddlooudi o€qpioplgorng o (e0dienny osdean:
08680089e0:0n) mail server 03§05s0058E03 email client 0od9adaaadijoon:dlonudn oqp: email account
089 setup Ea305qE dbopeorsnepd 0d9a3 user@domain v63 qa(gdGn o569 GusPods
Qe QuiETeNT!

Email ¢2328052088: jo §dlonud e0dq§od:03 SMTP(Simple Mail Transfer Protocol) mail server [Gseox
mail co05$q§ad:03, POP(Post Office Protocol) $& IMAP (Internet Message Access Protocol)

S8fAoncSn

SMTP protocol o3 (a8gp:o? cocBaobeoidledd) email §q§3a0gcloocdn SMTP oo email oooodeenEadon
(FROM)-¢1 (TO)-a31 (SUBJECT)-gac[qoCs3a6pi (CC)-8000000p03 $& (BODY)-000305 gpsdlo€aop)d fields-
DOROS Pt 03 200590deusdloncdn  §igEieoo o SMTP  ddeumieogoneony JoencdE:ad  glcotic)
©002:06[g¢ Jee0ofFa 0omipadropbiecomelgmé apodEim a€qpieneogad ¢Eecb8Edlonudi Bodooeom
03053803 cpeogmn 2E0m5$0508 meaxnomcedodecdsac(gy(d: & SMTP protocol cBddqR[porson
o)3aqod o Bskpe§ddlopn Sleoec)d GEon 3084gopo3t:od spam J[gts sac[gdmIdyE BooogpPsP[ecs
(spoofing) maedlzac[gdol, email spoofing qp:3ad pobucdegp: [grodgleu:od loophole (osdoodesi
gloS0gEsqodi 3a0s505:9105 & QEeogie) 008903 [ghedeodlonud cecdBE[gbaoneommMail Server gpsneon
email ©0066e0808oC oEqpiepSanlgbelmEizacamnadencoddq§ada) cdfgesdoneo: SMTP (Secure SMTP)

09[’) %@:@Bﬁ&mcﬁu

6§2053C:00808:00qP292 spoofing 6pda3ad 32005crEaLS G&:ad email header gpigo ©bBepegSEanud
Bonad edlgeosendh Beagpdon o8qpiad adicoSodeomnmes doergondeomEgbomnesmnt [g§ed:
elgpEicdeotend sagpSicudeamouyanon [gdclonud

POP3 (Post Office Protocol version 3) ooy "aB§:0384qE: (store) $& o38:90054g8: (dump)" protocol
0089dl email server o o&qps: ©360303 CV500HG: o€ §odeond 9B&:e0p5e (dump-download) [gopd
205308 6060303 AB§:a38:000:dlonudn [Bieonpr 98:qp: dc8ododeneagon SMTP protocol o3 saadgdl
o000 o8 gps email 0358 quplgt:od sg§ensSicudmaoE gapoSEf 32Eomsnd§ode0n5edc5(§: 58
email 6og0d 0o58Eomalgméi o€qpen dail-up §ods00de§udggé email 0§ee0Ee03 2adgSElonud:
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SECURITY AWARENESS FOR TEENS
il & A= 7] phs o 4 o) .

IMAP 0602 ¢oSamndgé ofgpioneoga’d server edlenaB§iadbiooneuiol protocol [§8loncdi gpgreom
email §B:eqpoescne Feogmmeony GE&:03 software cepaqopqpiaaedlaonody IMAP  $d0d9903
:0dglpoloncdi IMAP ooy o8gpsg 000B305¢: (Mailbox)adg > folder qpzoopbesonadlga 338 folder
008901 006933 eogPRelgpEs86:9005:8E[gE:9n [ro68EdEnLdn o€qgpin IMAP serverod 0580050305
o3& o8qp: Mailbox $& server [qoazen folder gpai Clo€ogpa Gepod§roneomengp: $& vudgodaonieamengp:
2[g$300§ §iodeond[gpdlonudi GE: protocol ¢ oEqpsg) epdoopd cps[gomai laptopi kioski phone $¢E tablet 03¢
od olqp: 260x03 quasE[gEio0l comE:nfeeondeondgpiqpsilonudi dmalgé 198qPiBudSE opSigom
e8lo 030SeqEn3ubom 2ag05300058EYRdeR5: ©EqPie0R03 9B6:e000:002:8EGlonud

Lesson 4: 6§0050R05¢ 0§6800890dnadqp:{gé anox:fge: _\.k& Hacker HFSI‘\SCHDOI

opda3aBeor g goduaEiged | o5 §dlonudi vaoemdyEdFIesE EqPiEagITECNdgPigd Jeaontes 38
[4590503 92E0m505§05000595¢ 2§33 m60005a80001 [4E200gr988EAlanudi 3aBLodgIEMEo Gsep
$200§322005§[9:3[gbClonudi oEqp: mail server melqpizecgnd eogdadicdeqod mailbox sagudssen: 0d
q90de0sdlonudi cn§aoddelgobogaiqEeoni a€apiencogeqobudds (Sleeupdd csepaodenndds) aqp: oogp:
o3 90050005 59§ EeerdAlona ofeaqEdelgmE Iae[gdsadyé IMAP email cogon SagE53a0005 86
0539[gr06es 832600000 oEqpsmail eogad ofqpiagslgorredlegelgpCsoBaseopdiqs olqp:q sent mail
spam mail 6oR$¢ trash 6og03 VesqEicutiqs c8326looudn attachments Aoy maileogan oEqpod qE5e8:8E
Oloocdi 0o009eeos  [Piensol 239G IagodmcRcSBecpnCaSesepsé  9Eomson” email  3GomE
Q3203056071 030393 008:88:9001 805860 [§8ABGeudi  algpionepioadgaSadamnoizaas’ (2B)
008$ondeLMHm 58 mail server 03 038:q16(8s 9Eqps mail cog 938:305c305033036

POP server $&1 IMAP server $89003:00 98q3260mEa? a%:g9¢ q88q$ password codeaddlonudi dleoed
38 protocol $&90cdin password 32008 wpboopdsaepesd §Escusgn Suadesontlmomelqné G&:od
20050p36a00C20gI03 Ro3E:00560mE:0058EesA880d olgpimess GE:0303 Gsogudcuigs (SSL)IoP

encryption ¢dsagj0? 32031 3q$c332600005n dlejqé email client 03&:c3c8¢m SSL saadgq§ check box 0od9
doCenp§om [godlonwd

o€qp: email clienton send 03860305031 3a6[q0E:326p569[9b0lon0SI vooLcdM aqp: dlient o> 9€qps
o3 SMTP server (s€qpson POP server o8 §05s005000{96qEc07E0) 03 §odeondqs 0072005 copdogtsd
0305038:3c8600d1 [Beeomne 98 3203050203 (outgoing mail) (SMTP protocol 90os08) deeonCeo:dladd
GOSII

3320500 POP-before-SMTP c3eslo protocol o3 server gp:oonEaa{303 :2qjS$0pee $600p08E: 05038
qOeag:e03dlonuSi POP-before-SMTP protocol oo vcowBsgo POP server o oqps user name $& password
Blgpdog€Gn  s0€engpiodqupdionud ddesood  SMTP server o> POP  server walqpizac(qt:ad
06680:dl00001  ("Bopon  0§§one?” “oSdoddi  clopaBedesodBdf") [Gieonng  ©Eqp:dcdodoieneayad
$esone0sdloncdi G comudeoné:a) md§adoduseamntesooy (time-saver) ooddh

2003q88  326qEq3:600039[050d9MI ©0M20300ogSgEEa5 RS email ma§oodsagrdsaconieny
60332080} $p5:008:008900p0ddlopa client $C server sogppod 9EQPY ©OM053:: mail server o3od
S005q§ encrypt ofgapdoongad=nddloncdi o gp: mail 036o3p03E: 9€qp: 0om:0503 qesonudadeon
0adcddlops dleveudl 00PapoEeoEaREaRs tools 6oRMGoNY ©CqP: OMYEdNPaMem aEqgpimail 6oy
B¢ 326[2E:326pe035e0dGPIgP0? 32488Ed000dN (98gp: email 338c0Geoqs salgdeapPgp:nd Lesson
9: Email cjffes; 300§:03€ ©005§EG0o0dn)
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copoyGosigp:

4.5 o8qps 3280005203 email 03 38 email 03 e PRSI 338003S sfgpizEconCol 6gedcdada)
email 226078033 codgPppdall puwd- 320§ email sacomEaogadiBieornedl (pddl olqpiengom
og$e0r5aBadlonud)i s38o05been8 nuSenmmegEeqpodaocd? amudd) [§o:s2:9§aé omelgmE
[g6kaocs?

4.6 o8qps inbox Bgo 8c58es03 B§:§ol spam email qpicde oodeEEECNNHYECOS[PEdc 38
060303 6pdopm336§00mudJonudadon aqpadigodSEooan:? 338 emaileogaden 90500203
FgEdILOSGoRgPfesec:? §esooudadali dksSo3 hacker 0odeom0Smm B0Ru5005060303
©p503 gpeog8Ealonns?

4.7 o&qp: email 028903 3§ Boyodzags (93) es3ad adE:80on8Edooa: (0893 03 0meed:
002:8&3lo0c0s?)? a8gpiopccdqieoga3cdndqdd email J[gE:adE:comadigd $p5sc0bieomEgps

o&qps 0fs02:8dlocwns?

IRC

IRC (inter Relay Chat) 0260, [g[gEe§oBiaongEiedod 3E0m505q) sacomEradionomoomep:d BgE 8EaSi
3260708:80:656p00093[gdA00d dooupod $gpeedi IRC eleni cpodEselpyepelp§onudn IRC o3
2000&:2p0pqpi=ag (Usenet) (93) 2000&:mpbpg: 0pedldloncdi 00008:3pb900begiEiBen 03038 s00pbi
§00p531 §00p52a3qPign 020p5(gE lapdlonddi

chat roomeogo3eo; 98qpsaBendli IRC oo chat room oo&93[gddloncdn 38¢n aelgdsmisC =8omsad
adiopgp: Bodsoqepdoyood’ (netiquette) ocde) safgpropbiqigpieddlops [Gieonn S38en[Pmpdes:

eopopbs o§dlop 338w oEqpigpeges03mepad ¢pecp8taoocdl olqpiondaly wBFopiodeaspeogopS: ¢p
60p8EAlonud

o8qpsams03 chat room eop§ opSsqidieasad:on IRC channel gqpisE 2005a3Edoo0d opdopady)
oCqpsgnopdanesoc|pddn a€qps ¢8:50l05 oEqp: AB6en (33) alqp: ooadhmaeomE $dlodeoy wedlgd
%1 Sleooodr :eqPepdl! 30dgelqpian elgBionpdepogaiesqteon §8E03 IagdsacundeaR0d 2003
[goh 32Eoms05edang8EaogodEion malware mE:de ©§$Edlops [Gieony maComsadedlon apodim

apeomEioncomeeaguonadigpdlops

olqp: e§odoogieancdion IRC server gqpeqigd gE:culieomonomegpiza(gd opsoo§sogiconesomalgmnd

IRC oncdf§eedolona o€qps $E safgps IRC 3203g0pondB:damen a8:00§ 00m:3E{Gd8EAoudI dlevedd
$800m:3E:0300p%:  qEscuCsamenomigpieagbarn Jeeondonudi §00pdondeaadygticnann aqpind

VfGes5:505: §eofCdoncdi mamnude) o8gpin gEdadgodadiveoy vanengbeeoglgapdd [JropSesom
BqCeom 3260mEI0dm0R05 §76p5005006900p5:030320%e[gdRI §90p50050d900R5:ad gt oCqgp:
o3 22qB:6025030pe0306[3 §eogeomE olgepddSE] acomEiadsspdicdiyddonud

Fegpizeepecgod "channels” cdedloloncdi 338¢n channel cdEsqpigaesome[qdi a€qpsBodor§ognia)
$2Bepen8Eesi 338 IRC 6ogp0pd:000:03 URL 0069 Goz00:dloncdi

http://www.nic.funet.fi/~irc/channels.html
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Doodd)  fgrmeadijopeogesod  coosqobeogelgné  [Gooowoo§n§onudedell  (2000056§deE)
moderatoro?  20008:c0s03E[28E20dI F38cpad 838 channel ¢ oodgd (bump) c3058EdonudH 3a0005¢)
;adigon odeoNncdeomnd 6lgpgitomna’d ofqpelgalonalql aadaBealqp: cneamdomgEilonud
a300pdd 2903 ©260303 PoMeN|GoEEdoudN Brpbesiodaneon wpdady 9€qpizaogadelgdSEilon

copoyGosigp:

4.8 security 326[0C:326p03 2a8m6[padqpol IRC channel  9ec0dqpeg(Ppddh 838cdm 3¢
BE 007360303 ©pda3Al0EEEADD? BB poIdeLINHHELND$E Bsoo§oomse(PEEes
©p593 p6eeoEEElnS?

4.9 IRC o ©pboopd port 03od:dloocs?

4.10 IRC ¢2 3oy Gea0nEdrpud8Edoncm:? 6pdadpbeamntdoocd? oqpimeen IRC o3ad:(G:
3Ca0g 9290532000560 ©rRLdgEAlaon:?
4.11 0p500pdmaepm MIME $& SMIME o3{qma: 92800 ogfgpigqed[gbolaocd? seadeomadesdiggndeogen
"S” oo o8qPs3a0R05 cB[§e-Secure (2a§52[g0d) 2a600i60:RMRB FveqEOloRmaEp [Edlooas?
FTP

cowndeo File Transfer Protocol (FTP) cogon dofsandgS port 201 21 6ogen cvdeieaontgoddloncdn gEimn
olqps0} 0p8[gomsbadiamien 3Eeopdeamntites camigodeuidloncdi G&od oBsn§ 3EJesones;s 03B
:0d{godmedl encryption $p5:008g¢ 20pGepd8EomelgmE GE: protocol o 3Egp:descnte§ sagp:
220%8E03 Linux distro 3008220305 1SO 0393 ma6p5ead FTP server gpsacs(gC 2008 sa0d(glqpdlondcdi
32000098 FTP cogon 0psfgomsaaddgonqpaecgnd 28omsahedle 3Eqpiecpd8Eos 328m505:06dgd3d
00001 gpegneod FTP server 60303 3Eqpa 0§oqdyps ooepsot [g§e0qs (& jmoe[gf 03§:0més cepalgps
[g§c098 260mEsad:500:0062) F20dg3lapdlonudi $os $05:056030%:e) saep5ead FTP o§esmnlogpieuies
0} server 6og0? 9&qpigPeoasEalonudl powemigE search engine qpsdfgbdlonudi Sleoedd og§eondad user
name $C password qpssacfgtielgresfpomedqeond FTP login 6ogod gEscoseamenamsqpigEon
server 93 3eeononudeoo0 weedin cdgod FTP (SFTP) §eoecdi cpodSieaddqpdlons (pdqiag$ionad
©0paHE?)i

FTP server cogon web browser 008903 [godeji FTP protocol o3ad:aqio5 gE:odel dEqpiadaaadiggllgolonudn
3EBdeqe 0§oqdeoge3ad =pbeR6a3 FTP dlient gpicopbs§ilooudi FTP server gp:odolGe 6E:dlo 3Eeapad
oCqpoplgoedendeqol $pd:0dimnodtdi o8qpigslgomedad egelgpt:8Edonudn FTP server eogon
lgpronbesepenonpdesSEomalqmé aqpinpsjomedidtengeepaddtas sad$sbispdidlpoeodlondd

copoosiqgp:
4.12 Window, OSX $& Linux gpson gpieomsadgé seefgs FTP  client command line gp: dooooddl
00051 GE:0303 20338EQS terminal window (a3) command prompt o3¢E(B: e32005012203E: §o5dl

ftp
ftp > > help §o5(Gs 920338E03 command qpigpegdEdonddi

ftp > help
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command gpso? 203dsepe0p8Edlooodn command gpsco 1

! delete literal prompt send

? debug Is put status
append dir mdelete pwd trace
ascii disconnect mdir quit type
bell get mget quote user
binary glob mkdir recv verbose
bye hash mls remotehelp

cd help mput rename

close lcd open rmdir

%2¢[gd command gpsi 1

ftp server 0605 ftp.domain.name:: o3 §odsoa5dl

ftp > open ftp.domain.name

G&: directory 03¢ doCeeogad 8oddl

ftp> Is
(33)
ftp> dir
G&: directory §00p503 newdir c3a[gpé:dl
ftp> cd newdir
& 0p8[gomade 3Eb9ad aqpinySiomadad edlCapbopdh
ftp> get filename
& R§[gomade BE jo1 09 0§60000503 9€qpipsliomadad edlEnbupdl (838 directory oBe G§90580050)
GodEqpsgd (99) 30:0%s 0R0pq$ wildcard qpscopds 320d{y8EAlonudi)
ftp> mget filel file2 file3
oCqpiogslgomne FTP opslgoonad 8Eandes oollgppddl

ftp> put filename
FTP server $¢ §05s005¢[godad0ddli

ftp> close

o&qps FTP client 6380508053k

ftp> quit
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FTP oncn2a00900891 32e0&cd0edlgge:

32000638 ftp 0§6800E0006903 §odsondmadya$ vcoeBig> 98qp:g oodede FTP dient o3 g&c8o5d
ftp

Server o3 §050005q§ 329E command o3o3:Al

ftp> open anon.server
anon.server eseped1 0padlonud 0omed server § §00pb03mo:c3(G: 98qp:q client o3 server $& §odsood
305l

FTP server oo o8qp:q §058005¢0300056c30503328l o8qp: client 320z 8059005F: 98qpsq user name o3
202E:0c88di

Connected to anon.server.

220 ProFTPD Server (Welcome . . .)

User (anon.server:(none)):

32000608 FTP server saqp:psecgodmeony user name ¢ anonymous (33) ftp oplgodogEieozqdecdn FTP
server o 98qpsod 3205038 3203gop 365[gE 9od0n&:0p(Ga password coodeuAl86ecdi

331 Anonymous login ok, send your complete email address as your password.

Password:
server 3o password 3265(9E 0Eqpegodagticdo50) email 360003 081 vo§ vodesoome[gadi o8qp:
email c38enesescopd: o8qpiad 320)getqdedE:adadwmeupoddop B3aqo5nd 3Eomsad Bdwondesi
0386edlodmelgd  copdogtiopion§Ceacdoopds ofelgbcdzabomelgmE email cB6omaesad olgpdogtsond
Clog:ln 98qps password 0069 copdagEBroopdeasl o8qpiadad [Ped[gE: saegpEiqrior eeonEdadGedds

230-
Welcome to ftp.anon.server, the public ftp server of anon.server. We hope you find what you're looking for.
If you have any problems or questions, please send email to ftpadmin@anon.server
Thanks!

230 Anonymous access granted, restrictions apply.

8onesoGu FTP server o 88qpiqoa8Eas Is, dir, cd, get 02005 command gps 0008320548 EAG

eoooyGofigp:

4,13 o)edlgdl powoypod 320ddge] 2a0p0ead FTP server 0od9e dEqpiqopch

4.14 o8qps browser $& search engine 03 o] Alic in Wonderland §803do€a) saepSead FTP server
00d903¢pagd [Gieon; ftp client command line oodsg) BBBEB oEqpiapslgomediad quad o€qps
browser o3 3208s0[gClsSn

4.15 0pda0pd FTP client 6ogond8eomEsgdloncd? G&:od command line sa9:cd:039(3: 9€qpe3a0305
eomCsg&a) graphical interface 03 qupeosdlooas? Command line (2320358 Come0o03 graphical
interface ¢ s20%4geqdEomd§dlooans?

Creative Commens 3.0 Afiribution-Non-Commercial-NeDerivs 2012, ISECOM.
www.isecom.org - www.osstmm.org - www.hackerhighschool.org - www.badpeopleproject.org - www.osstmmiraining.org

14



4.16 o&qpz op§lgommaep FTP server oodad:m[gd cpdeaont§Eilaocon:?

Lesson 4: 6§0050R05¢ 0§6800890dnadqp:{gé anox:fge: _\.k& HaCKer HiShSC«hDOI

Telnet and SSH

Telnet oBodsq) oCqpinadigeseoonmsliomy oEqpiacnadsicseanmR§igomad qpigoeoon command
qPegEagud8EBs ©8qpiduSa3E  dBapsliomegeradleadljesnonyad dBSiqibaaad8Edonudi Secure
Shell (SSH) o607 telnet 6l gEscuEseomo02360303 AYl§eoon encrypt ApGoomGaEIIYPIYE Foe0s
aBsg) wSeeaontgodeuidlonad

code[gpdlecd Windows, OSX $& Linux cogen telnet client command c38:0089 sa6[gdcloB g&:o? 2034y
§Eq§ command prompt (a3) terminal window 03¢&(Gs 6320053013203E: §odgzaaddydl

telnet

telnet server o3 §o5s005§Eq§I o3 server3m: [PPOopon CgPiEg056E0I06a0 36oMESE 000D
83260100051 ome(gmEcdaeo; telnet o§ogdodadi] cobcsqpigreantgrd8El GE:odcde qEaepey
03204(8s 0B5:q)66560007R§[gom03 988:3056[gpo8Eadalon

0000093 S8l R§[HospOgdegEpieogm server ogd MR§oIaadgopeaRnd enicndesepe opRd
G0000599c0sqEa0gude telnet ol [gScopbaaadigaon(qpdoncdi gE§esonem  FaComsoHosdeumtsg
32805323E:0069(g8(G: oaEapEayuSmydeon; saade(glqrdlops

Telnet o3o%Ga email g cLdd[gE: $& web oogqEdsoqpsel source code qpeppd[ges (AB3cpSesaqps
eenlgodes telnet oo 9053q0eagieaodoopds) qpi3ad  sofgpicacnapdedicogeopds (rEesorEEEdonud
GEemoqode0ogsmiddickon 00gp20€[gddloncdi dleoeodl GE:aB0300cg=00d:q B
00p2e0Ea3000006030300pd:  wEeeoE8EAUSI oqpimnesdi telent oBod¥(§: email cozucdaesepyd
subject  BEomemni 80003 edlEi0os  RGeLSIerRdop  gEdedSiogEdoRolgE  adgod$EeS
003056108 E:35p5:c05030l 005Q8EA b
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<CR> <LF> <CR> <LF>

_—

Header: Value Header: Value

<CR> <LF> <CR> <LF>

Header: Value Header: Value

<CR> <LF> <CR> <LF>

Header: Value Header: Value

<CR> <LF> <CR> <LF> « <CR> <LF> <CR> <LF>

Figure 4.1: HTTP

HTTP server 008998031 command eop§odG 3ag/058a0005603q0p8E0mI a8gpiaBeamnEaad(8s [gderdh
0gl$602503 F26[gd network tool ceoseogaddppdqesE;
e netcat: the TCP/IP tool kit

e curl: the HTTP tool kit

e proxy: like OWASP ZAP or Burpsuite free

o8qp:g HHS § HTTP Server [qo:¢ 059005903 3246 (Sniffing) cpSlappddh
Proxy 00699 o34{Gs http://www.hackerhighschool.org o3§j05s005(Ga 9€qps request o3 [gpasgod{qppddh

GET / HTTP/1.1

Host: www.hackerhighschool.org

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.8; rv:11.0) Gecko/20100101 Firefox/11.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip, deflate

Proxy-Connection: keep-alive

oo e30050l2203¢E: response co:dlonddi |
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HTTP/1.1 200 OK

Content-Length: 10376

Date: Fri, 03 Feb 2013 09:11:17 GMT

Server: Apache/2.2.22

Last-Modified: Mon, 06 Feb 2013 09:31:18 GMT
ETag: "2f42-4b8485316c580"

Accept-Ranges: bytes

Identity: The Institute for Security and Open Methodologies, The Institute for Security and Open
Methodologies

P3P: Not supported at this time, Not supported at this time
Content-Type: text/html
Connection: keep-alive

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtml|1/DTD/xhtml1-transitional.dtd"[]><html
xmins="http://www.w3.0rg/1999/xhtml" dir="Itr" lang="en-US" xml:lang="en"><head><meta http-
equiv="Content-Type" content="text/html; charset=UTF-8" /><title>Hacker Highschool - Security
Awareness for Teens</title>

[...]

copoybofiyp:
4,26 e8lgoldo? o34{Gs proxy ¢33 request o3 odcsoigpRdAl
4.27 Header ¢o 8oboConioepeogilaocon:?

08qps§ 1 voowed: BuScBE§oSeonSe
host port 03o%:6) web server 3:q05s005q8 Netcat 03 222358 Edlonwd
00000903§05(Gs ©0oEB35Sh

nc www.hackerhighschool.org 80

Enter $8[138ealo5c305Cl

GET / HTTP/1.0
e3305edqd=acdE: server o :26[gmE{EABG0LS:

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtml1/DTD/xhtml1-transitional.dtd"[]>

<html xmiIns="http://www.w3.0rg/1999/xhtml" dir="Itr" lang="en-US" xml:lang="en"><head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
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PO L0 50,5 % e WML P9 ) ced i B

<title>ISECOM - Institute for Security and Open Methodologies</title> <meta name="description"
content="Description" />

o€qpiecgap=e03tsd  hackerhighschool.org  @ogiobg068lecndi  isecom.org  @ago55068aundlonddi

0030led?
[§88E03 3093290006901 host server 0289005201 HHS Gepr ISECOM Al 0n8ooni0m[gd8Eloncon:?

hackerhigherschool.org IP c860303 0d[ppdqesaCi

nslookup www.hackerhighschool.org

[...]

Non-authoritative answer:

www.hackerhighschool.org canonical name = hackerhighschool.org.
Name: hackerhighschool.org

Address: 216.92.116.13

29 www.isecom.org o8 od[ppdqesaaE i
nslookup isecom.org

[..]

Non-authoritative answer:
Name: isecom.org

Address: 216.92.116.13

IP 86en oppBesclonud! dladi & host § HTTP 1.1 o3 manual §o5c0pde) Netcat o3odsgE:onaoni Host
header o3 cp5[g8Elad8eudi

GET / HTTP/1.1

Host: www.hackerhighschool.org

HTTP/1.1 200 OK
Content-Length: 10376
Date: Fri, 03 Feb 2013 09:11:17 GMT

Server: Apache/2.2.22

Last-Modified: Mon, 06 Feb 2013 09:31:18 GMT
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ETag: "2f42-4b8485316c580"

Accept-Ranges: bytes

Identity: The Institute for Security and Open Methodologies, The Institute for Security and Open
Methodologies

P3P: Not supported at this time, Not supported at this time
Content-Type: text/html
Connection: keep-alive

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtml1/DTD/xhtml1-transitional.dtd"[]>

<html xmiIns="http://www.w3.0rg/1999/xhtml" dir="ltr" lang="en-US" xml:lang="en"><head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Hacker Highschool - Security Awareness for Teens</title>

The Request Method

HTTP request 006961 6[gpE:cd[gEeoE8Ea) Fo[gr32805588:031 Request Method cedldloncdn odeds:
[s& web application cogen GET $& POST request cogod ad{qpeoecd safgp: request protocol cogaopds
web server (a3) web application server ¢ogen 320060050MBELL5I 99239603 $p5:0b:60300607 11

+ OPTIONS - o3 opSoopd request oy 2303G8Ea0cde80m1 gpeges 2220dgolonudn 300dq)

olqpson web server oodads [gopbooninedadaé saqodmacunieoy ospdigl edodlg8E[gtim
[g0202000020§00089[9b03I GaogpgraB[gAl

GET - 03 URL ¢ 30g/052200056031 0305§050pq$ 9209:{3dlonudi powd i1
http://www.usairnet.com/cgi-bin/launch/code.cgi?Submit=Go&sta=KSAF&state=NM
question mark 6§0059GORQ03 3PEPSENG03 GORODLOELPODAE? GED request IOIFPAVTHER
Ol 22gi053200056030% ojspd:60d[glion cgudHEERRIGESESI gsoniagSiepordloncd

*  HEAD - o3 GET 0328320%{gClonudi dleoecd server oo o0qod§0200§03 [g§ooodecusdlopar GE:ad
;adygleoy obeeo:gs bandwidth sodgeeoy p38C:q81 2o 030a00060Re0 1 :20dyge dBS:qoe
60R03 coyPagriq§eaoges spadglonudn 30§60y 36] ACL sacomEsacopbedlgéicogon GET
request 005900p5:03 0des0:Glonud oJFg0de S8sp5:q0500099 gpeog8Eilandd

POST - o3 web application 833 sogEdsacuodeogeu:dqs 2203gdloncdi GET c8ddi sleoedd
2290522000560303 Request Body ¢ c[gp:egdloncdi

*  PUT - dBeodp web server eflo 95q8{gbe03 360200500568 (a3) G&:od menlglevqs 0305

0dgdloocdn context Saqpipgn ofspdic0dind Bodoonoédlonudi dlwewpcdi sacconodeacon:
0660igE4g¢1 omazuSooo0gilonudi 3afge: context gpen G031 $6c8gudeor8EdonuS

DELETE — web server ood9edlen aqEigbqpiesepagodenqs saadfgdloncdi ofspdicodiaBaods
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T30 o, 5 B P il WM TEIBAL ) 2 B

8obaonggs omazuBoosg€agpigrndaoéilanadi

*  TRACE - 20008:qpsod od:a08e0:0)1 application layer loopback 00690398 sa0ddgdloocdn GEsoni
aJoodio500d9[gb[Ga Cross Site Scripting 0305805¢9603320305 2209 {y8EDI 320:500:9)050069903
[gdeoomalgméi o debug $p5:06:03 F209:00(gE 0005EEGEe Bodaon:ao&dlonud

+  CONNECT - o3 web server 0obgsans proxy 00690303 ad:qS3203golonudi 6o saadd{gopecy ol
proxy IP eooeod third party o§esonleeogodgodsondgéeu§Comelgméi saeamndeaconodeso:
[§E4s&1 omaguSoonznéilondd

HTTP edl=eefgdol protocol qpson WebDAV o333 spSsc0diqps c0pdag8:8Eonudadomaopd: opon:d
cBdloocdi alqpimncss server qpio BodoContoepaaepeoy $pdi0sie0ad88EqSsE olqps Bodaolep
00m30%:60R 0TFOOP: GHSEQS Request Method o1 a[gpEacdeaaddg8Edlonud

Requesting OPTIONS
doSm06s31 netcat $0 2p0[ydh
# nc www.hackerhighschool.org 80

8ondaleon; Enter |[PBdocslodils 33832002 next line ¢33 odlgppddh

OPTIONS / HTTP/1.1

[Ge0m7 12220903 response coggAc8geud i

Host: www.hackerhighschool.org
HTTP/1.0 200 OK

Date: Tue, 07 Feb 2013 08:43:38 GMT
Server: Apache/2.2.22

Allow: GET,HEAD,POST,OPTIONS

Identity: The Institute for Security and Open Methodologies, The Institute for Security and Open
Methodologies

P3P: Not supported at this time, Not supported at this time
Content-Length: 0

Content-Type: text/html

Requesting HEAD
80063l HEAD option 03c0pdog€:c305dl

# nc www.hackerhighschool.org 80

HEAD / HTTP/1.1
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Host: www.hackerhighschool.org

HTTP/1.0 200 OK

Date: Tue, 07 Feb 2013 08:41:14 GMT

Server: Apache/2.2.22

Last-Modified: Fri, 13 Feb 2013 15:48:14 GMT
ETag: "3e3a-4bd916679%9ab80"

Accept-Ranges: bytes

Content-Length: 15930

Identity: The Institute for Security and Open Methodologies
P3P: Not supported at this time
Content-Type: text/html

Age: 45

Connection: close

03 o€qp:0} Proxy oodemess og§eoddadieonyeuSesdn 1 the CONNECT Request

# nc www.hackerhighschool.org 80
CONNECT http://www.isecom.org/ HTTP/1.1

Host: www.hackerhighschool.org

copoyGoligp:
4.28 Netcat (nc) o} o%{3: =aedlwoc|pdol Request method eogsanicd:ol HHS network server
68len 06:008(Ppddl 6pdr338 BoduEentoepeomniaizepey aqpiopieagSilonns?

Curl [§¢ HTTP request eop script cqs[gé:

224 web application 08:008g05eag001 web server response e8leadleon (Web) application sacgnedlen dl
:6[gdclooudi GET $& POST oy cookies $& header qpso? [gEs0C32034g[§: web application 305505:
qode0p qpeog8alondi bash scripting 92005 3209:0E03 tool 0od9aneoI web page 006903 request
005825203 curl command 3[gddlooodn dleoed) curl oo netcat adlen logic 08§03 copbagtsooom

codppdaesnt i

# curl http://www.isecom.org

nc $ @o?élorr?:u 1
# nc www.isecom.org 80

GET / HTTP/1.1
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PO PH o, % e MNTELAL P92k

-v switch 63254(8s verbos (35[gpd2e6) o803 [pd8EAlanud

# curl -v http://www.isecom.org/

* About to connect() to www.isecom.org port 80 (#0)
* Trying 216.92.116.13...

* connected

* Connected to www.isecom.org (216.92.116.13) port 80 (#0)
> GET / HTTP/1.1

> User-Agent: curl/7.26.0

> Host: www.isecom.org

> Accept: */*

>

* HTTP 1.0, assume close after body

< HTTP/1.0 200 OK

< Date: Tue, 07 Feb 2013 09:29:23 GMT

< Server: Apache/2.2.22

< Last-Modified: Fri, 13 Feb 2013 15:48:14 GMT

< ETag: "3e3a-4bd916679ab80"

< Accept-Ranges: bytes

< Content-Length: 15930

< Identity: The Institute for Security and Open Methodologies
< P3P: Not supported at this time

< Content-Type: text/html

< Age: 247

< Connection: close

<

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtml1/DTD/xhtml1-transitional.dtd"[]>

<html xmIns="http://www.w3.0rg/1999/xhtml" dir="Itr" lang="en-US" xml:lang="en">

[...]
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32998qPieap0)32038:01 curl oo HTTP version 1.1 03 sacdeagpodegeqiudeod8s host header i user agent
60R03 copdagEiesdlgdlonudn hacker 6ogea0305 3266ER:0200009m> 306E3agIEHEARMS I I 9EQPLdEELD
tool 6og0B 2BeznEardAlN

odeomEign curl oo switch 6ogo3 2358 c8o0ad[geolEa} tool comEiondelgdesdlonud

curl -help switch eo303 eapcm|gppddln 324 switch cogon netcat powdsé so€opdloncdi

-H header line copdog:q$

-X request method 6g:q0Sq$ (Command c8cop5:938Edloo0d)
-d POST copdopsq

-i protocol header gpsgronSozEdoCeoq

-s scripting 3203053203:0803 silent mode 32034gq$

curl ¢ 34 bash script cogo? o%{: web application testing 6oy ©§03:8E3oocdn curl $& grep o
soorr?ogﬁ a?ﬁ server 006?9 808()8m:oep HTTP header Gogq)eg@&qpsﬁc\?8$86]oo05u

# curl -siX HEAD http://www.isecom.org/ | grep "Server:"

Server: Apache/2.2.22

copoyGosyp:
4.29 ;6o script 6ogod HTTP header cog 220%:0E8Ea[g80d soqedsacuodeoy 38qfqs §ogt
209

38ucdqef 2a600005200c0§Eoy coddyp:
http://www.ietf.org/rfc/rfc1945.txt
http://www.ietf.org/rfc/rfc2616.txt
http://www8.org/w8-papers/5c-protocols/key/key.html

http://netcat.sourceforge.net/

http://curl.haxx.se/
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PO o, P e VAT

225604
World Wide Web e300 3280m5050005 sagpeqB:ddlonodn n £38¢> HTTP, FTP, SSH, DNS, DHCP $¢ o8qp:sé
Hfgrsopgp: § 0pS[gomeogesrogos vSeameuiesol oesmnosoym[gé salgpgpigreaon v§eamntesoy
copbsfdleonsoncd 33 o§esmnfeeogod  "mofengPeo o ooy oo, 3adgglgdeo

[gespSi008gEgdeor 0uScd§od00dadgecdadon go:copdglion olqp: (a3) oEqpiop§lgomad ©pdad
03058056q8En0badorn 3B8Eqs 6a0gEdd[gddlonudi ojeacnCoSadealgooodeul "Hack everything, but

harm none”.
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Today's teens are in a world with major communication and productivity channels
open to them and they don't have the knowledge to defend themselves against
the fraud, identity theft, privacy leaks and other attacks made against them just
for using the Internet. This is the reason for Hacker Highschool.

The Hacker Highschool project is the development of security and privacy

awareness learning materials for junior high and high school students.

Hacker Highschool is a set of lessons and a practical means of making hackers.
Beyond just providing cybersecurity awareness and critical Internet skills,

we need to teach the young people of today how to be resourceful, creative,
and logical, tfraits synonymous with hackers. The program contains free security
and privacy awareness teaching materials and back-end support for teachers
of accredited junior high, high schools, and home schooling. There are multiple
workbooks available in multiple languages. These are lessons that challenge
teens to be as resourceful as hackers, including safe Internet use, web privacy,
researching on the internet, avoiding viruses and Trojans, legalities and ethics,

and more.

The HHS program is developed by ISECOM, a non-profit, open-source
research group focused on security awareness and professional security
development and accreditation.

| 4 L] |
_-'._. Ha of" rlF 4 ASC-NODI
"1 SECURITY AWARENESS FOR TEENS _

Creative Commons 3.3 Attribution-Non-Commercial-NoDerivs 2012, ISECOM

WWW.ISECOM.ORG - WWW.OSSTMM.ORG - WWW.HACKERHIGHSCHOOL.ORG - WWW.BADPEOPLEFROJECT.ORG - WWW.OSSTMMTRAINING.ORG




	သတိေပးခ်က္
	Contributors
	Translators
	နိဒါန္း
	၀န္ေဆာင္မွုမ်ား
	HTTP နွင့္ Web
	Email – SMTP, POP and IMAP
	IRC
	Telnet and SSH

	ကစားပြဲစတင္ျခင္း : ငါ့ကုိ command သံုးလုိက္ပါ
	DNS
	DHCP

	ခ်ိတ္ဆက္မွုမ်ား
	ISPs
	Plain Old Telephone Service
	DSL
	Cable Modems
	Wimax
	Wifi

	Feed Your Head: HTTP နွင့္ ကစားျခင္း
	ခင္ဗ်ားနဲ့ HHS ရဲ့ HTTP Server ျကားမွ ခ်ိတ္ဆက္မွုကုိ အနံခံ (Sniffing) လုပ္ျကည့္ပါ။
	ခင္ဗ်ားရဲ့ ၊ ပထမဆံုး ကုိယ္တုိင္ခ်ိတ္ဆက္မွု
	The Request Method
	ေလ့က်င့္ခန္းမ်ား

	Curl ျဖင့္ HTTP request ေတြ script ေရးျခင္း
	ပုိမုိဖတ္ရွုရန္၊ အေထာက္အပံ့ေပးနုိင္တဲ့ လင့္ခ္မ်ား


	အနွစ္ခ်ုပ္မ်ား

